
The Internet has completely shifted the way modern businesses operate. Progressive 
organizations don’t just get online; they use the Internet to deliver the best performance, 
security and user-experience in today’s digital world. Your organization needs to deploy 
the right technologies to achieve these goals. The following considerations will help you 
choose the best Internet service for your organization:

3 Considerations 
When Choosing Your 
Internet Service
> Business Internet

Brought to you by

1. Bandwidth vs. Speed 
 Today’s businesses demand fast broadband connectivity. This need is quantified by two distinct terms: 

bandwidth and speed. Although these terms are often used interchangeably, they actually have different 
meanings. Bandwidth refers to how much data can pass through a circuit, while speed refers to how fast 
that data is transmitted. 

 Consider the analogy of cars driving on a highway. If the expectation is to reach a destination within a 
certain timeframe, the first consideration may be the speed at which cars travel—increase their speed 
and the destination is reached faster. However, as cars get on the highway, congestion can build up. If the 
highway is only one lane, congestion can happen fairly quickly, limiting the speed the cars can reach. 

 Bandwidth, in this case, represents the number of highway lanes. By increasing the number of lanes on the 
highway, the congestion is alleviated and cars can leverage the extra space to maintain their speed. 

5M
b    

 25M
b 50M

b



 > Which is better: Bandwidth or Speed? 
 The answer is both, and to understand why, it helps to understand how data transmission works. When you 

transfer a file over the network, the file is broken down into smaller “packets” of data. Those packets are sent 
across the network and reassembled on the other end. 

 Let’s expand on the highway analogy, and say that all the blue cars on the highway are part of one file, 
while all the white cars are part of another file. However, not all cars, or files, are broken down in a similar 
manner, such as the difference between sports cars, compact cars, SUVs, semi-trailer trucks, etc. 

 

 Network settings and file type determine the size of the packets. Larger-sized packets consume more 
bandwidth, however, they can still travel at the same speed as smaller packets. But network configuration 
may result in different speed implications based on packet size. For instance, congestion may occur when the 
network treats different packet types and sizes differently. When congestion occurs, the packets don’t arrive 
in the correct order and have to be reassembled. In this scenario, it takes longer for the transmitted data to 
achieve its original form. A common example is an online video that can’t buffer or plays at low quality.

 > Latency
 The real differentiator and consideration for bandwidth and speed 

requirements is yet another term known as latency. Latency is the time 
taken for a packet of data to transfer from its source to its destination. 
Low latency means faster speed. The network design, configuration and 
transmission medium affect latency. Congestion in the local network 
can also cause higher latency. For instance, if the router is performing 
the store and forward operation for the packet, it cannot instantly 
forward the packet to its destination. The system will use a queueing 
mechanism to buy some time and, in some cases, will drop the packet 
altogether when the queue is full.  In this case, the packet will then have 
to be retransmitted.  

 The impact of this also varies between TCP and UDP packets. TCP 
packets are a “two-way” conversation, so the receiving device will 
tell the sending device that it received a packet out of order and the 
sending device will resend that packet. The receiving device will then 
reassemble all of the packets in the correct order. In this case, that 
can also slow down the speed since it has to wait for the additional 
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retransmission before your file or content can be displayed. In UDP, the data is just sent as part of a “one-
way” conversation and, if it never arrives, it just never arrives. This results in very fast effective speed, but a 
potential degradation of quality.

 The choice between fiber optics, DSL, Cable Modem, Ethernet, wireless routers, switches, gateways 
and end-user devices can also can also affect latency. A copper-cable Internet network won’t handle 
bandwidth of more than 50Mb. A fiber-cable network can deliver higher speeds, or bandwidth, or both, 
due to the flexibility and scalability of fiber optics. 

 A common problem for businesses is subscribing to larger bandwidth and higher speeds from the Internet 
Service Provider (ISP), but having a router or gateway that causes a bottleneck. This often happens when 
companies upgrade their Internet service, but not their equipment. Networking devices and transmission 
mediums are manufactured to handle different bandwidth and speed requirements, and deliver the best 
performance only within the recommended operating ranges for bandwidth and speed. 

> Choosing Bandwidth and Speed Based on User Needs 

 If only one car needs to travel, a single-lane highway may suffice for high-speed transport. For multiple 
cars to travel simultaneously, more lanes of highway can help minimize traffic congestion. Similarly, if your 
business has only a few employees, low bandwidth may suffice but remember that the speed of data 
may not change. With higher bandwidth, multiple data packets can travel across the network in parallel, 
thereby reducing the total time taken for the data transmission. To simplify, more bandwidth means more 
speed because there’s less congestion, meaning less latency. In this instance, downloading websites and 
files should be almost instantaneous. 

 If your business has a lot of employees, consider the volume of data they’re transmitting daily and your 
application requirements when determining your Internet speed and bandwidth needs. 

 If your apps connect to the network periodically to perform simple updates, low bandwidth may work fine. 
However, if the applications require a continuous connection to the network, higher bandwidth would be 
a business requirement. Cloud computing is a good example of this. As businesses migrate to the cloud, 
bandwidth requirements increase significantly due to the “always-on” state of the cloud application.
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radio and YouTube videos, 
and VoIP applications can 
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 Think also about common ways 
employees use the Internet. Streaming 
media, like online radio and YouTube 
videos, and VoIP applications can take a 
toll on bandwidth. And email can be a 
beast in itself. Some of your users may 
be using email to attach and send large 
files; others may receive large amounts of email each day. Plus, for every piece of legitimate email, one has 
to consider the 8 to 9 pieces of spam email traveling into the mail server. Additionally, email is not a steady 
stream of data through the network, but happens in spurts. If everyone in the office arrives at the same time 
and responds to their email immediately, the requirements on the network for email could quickly exceed any 
other application throughout the day. The same is true for web traffic. The result is email and web traffic can 
use up much of the bandwidth and speed at unpredictable times. 

 To address these concerns, businesses can employ Quality-of-Service, or network-traffic-prioritization 
services, to define which types of data packets are more important and should transmit first. For example, 
you would prioritize emails lower than streaming video/audio to ensure the real-time services function as 
well as possible, it’s not flawless, but it is effective. Keep in mind, however, you will need a more advanced 
router for these types of services.

> Asymmetrical and Symmetrical  

 Network connectivity requirements cannot be evaluated without considering asymmetrical and 
symmetrical connections. Both upstream and downstream data transmission is taken into account for 
Internet speed and bandwidth, meaning how fast data is received (downstream/download bandwidth) 
versus how fast it is delivered (upstream/upload bandwidth). Most ISPs offer asymmetrical Internet 
packages, offering more download bandwidth than upload bandwidth to their customers. 

 If your business has significant uploading requirements for various cloud applications, VoIP or video 
conferencing, an asymmetrical connection may not suffice. Dropbox is a simple example. Say, a 
department uses this cloud service to share documents and the download speeds from Dropbox are 
excellent. However, on Monday, John needs to send a critical document to Sam using Dropbox. The upload 
bandwidth is 20 times slower than the download bandwidth. Consider the highway analogy—one lane of 
highway out of the city compared to 20 lanes into the city. Sam’s receipt of the document is limited by the 
upload bandwidth rather than the download bandwidth. 

 Symmetrical connections have the same upload and download bandwidth. Coming back to our highway 
analogy that means the same number of lanes going in both directions. When using a symmetrical 
connection, Sam could download the document almost as soon as John uploaded it.

 Realistically, uploading and downloading requirements can differ between departments within an 
organization and a hybrid of symmetrical and asymmetrical connectivity may be required.





> Connection Types 

 ISPs offer different types of connections for business customers business, each with different capabilities 
relative to bandwidth and speed. 

 Digital Subscriber Line (DSL) – an always-on connection using a wired telephone service. DSL services 
can be asymmetrical or symmetrical. Bandwidth over a DSL connection range from 512Kb to 50Mb. DSL 
is a generic term used to represent multiple relevant technologies that belong to the same family. For 
example, Asymmetric DSL (ADSL) supports 7Mb downstream and 1.5Mb upstream connectivity. Very High 
Bit-rate DSL (VDSL) supports up to 52Mb downstream and 2.3Mb upstream transmission rates. Similarly, 
Symmetric High-Speed DSL (SHDSL) provides the highest bandwidth for symmetrical connections and 
even SLA (Service Level Agreement) Ethernet services. 

 Cable Modem – connections are made over cable TV lines, or coaxial cables, and range in bandwidth 
from 5Mb to 1Gb.

 Fixed Wireless Internet Connections – an Internet connection type, which uses radio frequencies rather 
than physical connections. This service is distinct from traditional wireless coverage in that a physical 
connection with the ISP is established at the customer site and an access point is added to provide 
wireless access to users within the organization. Although this appears similar to a Wi-Fi system, it’s actually 
an alternative to a physical DSL or Cable Modem system traditionally used within a building. With fixed 
wireless, the radio frequencies act like the physical cable, and a fixed antenna and modem are placed on 
the customer site.

 T1  (Leased Lines) – businesses generally utilize a leased line from an ISP, which is a dedicated 
symmetrical connection with data rates of 1.5Mb. Also referred to as a T1 line, these 24 individual 
channels operate in parallel at 64Kb. Small to medium-sized businesses may receive fractional T1 
access where they work over a few channels but not all 24 of a T1 line. In this case, their bandwidth is 
cumulative based on the number of channels they use. In this respect, the more bandwidth and speed 
given, the faster the network. Sometimes businesses will bond T1s, which combines two or more T1 to 
increase the bandwidth by 1.5Mb per T1.

> What about Ethernet? 

 Ethernet is a data transmission standard used in both local area network (LAN) and wide area network 
(WAN) environments. Larger bandwidth and higher speed from the ISP are only effective as long as 
the LAN at the customer end supports high-data transmission rates. The bandwidth of Ethernet itself 
is unlimited; it’s the hardware/transmission medium that determines the rate that usually ranges from 
10Mb to 100Mb to Gb depending on the connectivity medium (like coaxial cable, twisted pair or fiber-
optic interfaces). Ethernet standards are evolving to embrace new data transmission requirements and 
the end-to-end network infrastructure must develop accordingly.

 The same considerations must be taken when surveying requirements for end-point devices connecting 
to your corporate network, ranging from router bridges and switches, to servers, printers and end-user 
devices. From the ISP connection to the user, data may travel across several devices. If any device receives 





and transfers the data at a slower rate than the data travels, end-user experience is impacted. If your intent is 
to establish high-speed connections, all devices must support those capabilities. In short, the design of the 
internal network and the connection with the ISP have to match, and should be flexible for future growth. 
Don’t build based only on today’s need because the incremental cost to upgrade your infrastructure at a 
later date could be prohibitive.

> Is There a Formula for Calculating Bandwidth? 

 The requirements for calculating bandwidth differ for every application and business process, but some 
guidelines can be provided. Consider a server backup. Two variables are needed to calculate bandwidth 
requirements: how much data is being backed up and how long the backup should take. If the data 
amount is 6GB and must be completed in 3 hours, your minimum upstream data transfer requirement 
is 4.5Mb. Any current connection type could handle this requirement; however, consider there are 30 
separate servers to be backed up with the same requirement. Now the data transfer requirement is 135Mb, 
and standard DSL would not be a sufficient connection.

 For interactive or transactional traffic, the calculation considers the expected average transfer rate and 
the number of users—100 users transferring 1Mb will minimally require a T1 line. When completing this 
calculation, it is best to add a cushion of 30 percent to account for unexpected spikes in network traffic. 

 However, it really comes down to what your intended user experience is.  Are you going for the median 
usage with acceptable periods of impacted experience, or for perfection with no slow-down? There could 
be a big cost difference, but there could also be a big productivity difference.

 When bulk transfers like backups and transactional traffic occur simultaneously over the same ISP 
connection, the calculations must be added together. Generally, the average requirement on the 
aggregate bandwidth is significantly larger. Campuses may have a separate ISP connection to each 
building, so calculations should consider the physical change. 

 However, there isn’t a single complete formula for calculating bandwidth requirements. A detailed analysis 
of usage and growth trends should be conducted with potential service providers based on current and 
future business needs.
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> Calculating Growth?

 Growth can be broken down into two categories: business 
growth and usage growth. As the business grows and 
more employees join the organization, network capacity 
requirements will increase. Most businesses have a firm 
handle on business growth and can describe where 
they will be in five to ten years. The internal and external 
bandwidth needs of your organization can also differ. 
For example, many businesses need 100Mb or 1Gb 
connections internally for efficient data transfer to/from 
servers, other PCs, printers, etc. Externally, their bandwidth 
requirements may be less. These considerations should be taken into account when choosing the right 
Internet-connectivity solution for your organization. 

 Usage growth refers to how the company uses and shares data. Will a DSL connection restrict business 
growth? If your organization relies on the Internet to do business, this may be the case. Using cloud 
services will have a significant impact on usage growth, if a business has already established itself on 
traditional office services. As they rely more on the cloud, the Internet usage requirements for the company 
will increase. Cloud adoption is growing rapidly. In the year 2016 alone, the public cloud services market is 
expected to surpass the $200 billion mark.

2. Reliability 
 The second consideration for choosing the right Internet service is the reliability of the network. Reliability 

issues manifest themselves as inability to connect, frequent disconnects and slow processing (also referred 
to as latency or lag). 

 > When is Reliability an Issue? 
 The challenge with reliability issues is identifying the source of the problem. When browsing the Web, 

there are three possible sources: at the end-user device, the website you are connecting to, or the 
connection in between. When the bandwidth and speed that’s been purchased is not received, the 
Internet service is considered unreliable. However, the ISP only has responsibility for the connection, and as 
reliability issues arise, it’s important to look into all three potential sources of the problem.

 Some conditions on the ISP-side may also contribute to reliability 
concerns. As with your internal network, ISPs suffer peak times: 
that is, times when a large majority of customers are using their 
services. Traditionally, these time periods are in the late afternoon 
into evening as people are leaving work or school and arriving 
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 end-user device
 website
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home. With multi-player games and streaming video services, the bandwidth required to support these 
customers can increase exponentially. The phenomenon is similar to congestion on the highway during 
rush hour. Any business with a non-dedicated Internet connection will be subject to usage by other 
customers. Traffic changes can fluctuate depending on the day of the week as well.

 The quality of the local loop can also impact reliability. The local loop is the physical connection between the 
ISP and the company. If the physical connection is degraded, more signal-to-noise is experienced. Signal-to-
Noise Ratio (SNR) is a measurement factor that compares the desired signal to the level of background noise 
experienced over the line. Noise can be caused by wind, vibrations, temperature or humidity variations, even 
the gravitational pull of the moon. In this context, connections above ground that are exposed to these noise 
elements can suffer greater degradation than underground connections.

 Reliability is not limited to back-end systems and transmission networks, but also includes front-end 
systems and end-user devices. Hardware issues in user devices can cause loss of signal strength and 
slow data transmission. For instance, devices that are not compatible with the latest, fastest and secure 
connectivity protocols will not offer the best connectivity performance. Similarly, your website connection 
is highly impactful to its Internet performance. Under-optimized websites fail to load fast regardless of 
your Internet performance. Security loopholes and vulnerabilities could leave your network open to 
security threats, even when your Internet network is set up for maximum performance, security and 
reliability. Internet networks can only establish a foundation of reliability for the connectivity needs of your 
organization. End-user devices and systems are equally important in establishing a reliable end-to-end 
connectivity network.

> Reliability Based on Internet Service 

 The level of reliability will increase as higher levels of services are acquired. Cable connections have much 
lower reliability for a couple of reasons. First, the service subscription is publicly accessible with very few 
dedicated connections provided. Therefore, a company is subject to the volume peaks and lows of a 
community of users outside of the company. Second, the equipment used to deliver the service tends 
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to be less sophisticated and more susceptible to signal-to-noise issues. Cable Internet is susceptible to 
shared-usage bandwidth issues more than any other medium available to standard business customers.

 Once a company purchases a T1 line, or even a fractional T1, they receive a dedicated connection  
to the Internet. The quality of the local loop is often composed of materials that meet higher standards 
and is protected from most variables contributing to signal-to-noise problems. Still, these higher quality 
services are also more expensive. 

 Additionally, a disadvantage exists with a dedicated line—the lack of redundancy. In a public network, 
multiple paths can exist to get to the same connection. In a dedicated service, these multiple paths 
may be limited severely. Why is this important? If the devices controlling the connection break down or 
are overloaded, a redundant system takes up the slack. However, the network redundancy should be 
established in such a way that the redundant server components should be able to withstand the load 
that was previously split between multiple servers. When a server component fails, the remaining server 
resources handle the excessive load, however, they often fail to offer full reliability and performance 
previously offered by multiple servers. This means long delays in client-server communication and failure 
to meet the required service availability and performance standards.

> Getting the Best Reliability from an ISP 

 The first course of action is to establish Service Level Agreements (SLAs) with the service provider with regards 
to bandwidth, speed, connection maintenance and communication (proactive and reactive). Once an SLA is 
in place, measurements of reliability can be gathered and should be regularly monitored. Second, establish a 
plan for testing the reliability of the connection. A number of software solutions can test network reliability, 
and most Internet providers provide a testing application from their website. The third course of action is to 
build a good relationship with your ISP representative: communicating both your needs and wants, as well as 
future plans. Share with them test results and ask questions about current and potential services which may 
benefit the business.

 It is also important to understand SLA up-time percentages that are usually upwards of 99 percent. At this 
number, your Internet service could potentially be down for more than 14 minutes, daily. The highest SLA 
up-time percentage is usually up to 99.999 percent, which means less than one second of potential downtime 
daily. Pricing varies accordingly, so the decision between an SLA up-time guarantee and cost comes down to 
the value of being always available to your business organization. An online business cannot afford prolonged 
outages, whereas traditional brick-and-mortar businesses may not need to invest on top-end SLAs. 

 One additional thing to keep in mind is the fact that power outages and natural disasters can prevent service 
providers from meeting their promised SLAs. If this is a concern 
for your business, it’s best to consider services that originate from 
geographically different locations.
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Vulnerabilities in the 
connectivity network... 
can allow cybercriminals 
to compromise your 
valuable data...

3. Security 
 The World Wide Web has enabled businesses to operate highly distributed networks that fall beyond 

their security-defense perimeter. Mission-critical data transmits to and from your corporate network 
to distant datacenters via the Internet. Vulnerabilities in the connectivity network between front-
end systems and back-end data centers can allow cybercriminals to compromise your valuable data, 
inflicting significant damages to your business, reputation and could expose you to legal issues.

 Security is a major concern for every business, particularly around protecting digital assets. Companies 
will often address their internal security; and destination services such as websites, cloud providers and 
other Internet-based businesses will address their security. However, is your data safe as it travels across 
the Internet? Ultimately, it’s your responsibility to ensure your business’ information – and your customers’ 
information – is safe and secure. Putting security measures in place like strong passwords, limiting access 
to confidential information, educating employees on cybercrime prevention, updating equipment and 
software with the latest security patches, and/or investing in a managed backup and recovery solution, can 
protect your business from cyberattacks, human error, disasters and outages. 

 > Internet Provider Responsibility 
 Make sure security is also the focus of the ISP. This focus should translate into a network design that 

accommodates security controls. Access Control Lists can be used to dismiss any outgoing packets with 
no source IP or deny incoming traffic using lower port numbers. ISPs may offer security solutions such 
as DDoS threat protection, managed services, good network security practices, and an Acceptable Use 
Policy. At the enterprise level, enforcing a strong password policy is another step to improving security, 
as well as putting firewall and anti-viral solutions at the end-points of their network. The use of network-
intrusion-detection systems is beneficial as network traffic can be monitored by the ISP for any anomalies. 

 The connection between the ISP and the company is the line of differentiation for responsibilities. 
Whether the topic is bandwidth, speed, reliability or security, your business and your ISP must define 
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their working relationship in a set of Service Level Agreements with clear instructions for dealing 
with occasions where SLAs are not met. Responsibilities for both parties should be clearly defined. 
Internet providers should be able to provide meaningful reports about the services they are providing, 
which can be validated by company-driven tests and monitoring of SLAs. As for physical equipment, 
communication lines and connections define responsible parties for maintenance and repair. Ensure the 
ISP has a responsive customer service team. In the end, a clear candidate for ISP will appear.

Conclusion
 Determining and meeting the needs of your business is far more complex than ever before. Businesses 

can no longer look at Internet access as simply a means to an end; that connection is often the 
lifeblood—the way your company communicates, services, sells, profits and operates on a daily basis. 

 Understanding how your business uses that connection—in both the short and long-term—is the first 
step to finding the right service for your company.  Start by considering the speed and bandwidth your 
employees need to complete their daily tasks, and then take into account the software, equipment, 
applications, devices, etc., that are used and how they may impact the reliability and security of your service. 

 Making the decision about the right type of Internet for your business, though, comes down to more 
than just buying a service. Find a provider you can work with as both a partner and a resource. The right 
ISP can design a network for your business that has your existing needs in mind, and help you prepare 
for future growth to ensure the service continuously meets your needs. 


