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Introduction 
 On an early-morning train ride to work, Joe thought about what he wanted to accomplish. His latest client 

was a pretty big catch, and he was excited, because he knew he could deliver real results. He’d planned 
out the day in his head, and he’d spent several hours clearing out other tasks before leaving the office 
yesterday. He was ready.

 Unfortunately, when Joe walked into the office and booted up his computer, he saw, for the third night in 
a row, his overnight backups hadn’t happened. The error message he had dismissed as a one-off problem, 
was no longer something he could ignore. His business data was at risk, which meant that his business—
his ability to provide essential services to his clients—was at risk. 

 Joe read the error message closely and saw that his backups were starting as scheduled, but weren’t 
completing. Yesterday and the day before, he’d paused the backups during the day because running them 
in the background was slowing down his whole network. Now, he pulled up the backup window and saw 
that the transfer rate itself was slow. A lot slower than he remembered 
it being—and definitely not the speed he was paying for. 

 You’ve probably had a similar experience at some point. You’ve 
invested time and money in systems to protect your data, your 
clients’ data, and your entire business model. When those systems 
fail, your business is at risk. And frankly, it’s infuriating. 

 When you pay good money for a service—say, for a specific amount 
of bandwidth—you expect to receive it. When your backups are on 
the line, it’s not far-fetched to think you could lose your clients’ trust 
and your entire business because of a technical issue you don’t even 
understand. That’s not a risk you can afford to take. 

In this guide, you’ll learn:
 + Why you may be experiencing 

speed and bandwidth issues

 + The troubleshooting steps you 
can take on your own 

 + How legacy applications and 
operating systems can affect 
performance

 + What you can do to improve 
network performance



Common Speed and Bandwidth Issues 
 You’ve just upgraded to a super-fast gigabit connection and you’re excited to test it out. You fire up an 

online speed test and your excitement quickly turns to disappointment, closely followed by anger.  
You’re not getting anywhere close to the speed you’re paying for! 

 Perhaps, like Joe, you come into work and discover that your offsite backups have stalled or are 
incomplete. Your data and your business are at risk. How can you keep working?

 Maybe you’re seeing issues with a specific application. For example, you can browse the internet just fine, 
but your email isn’t working properly. Messages you thought you sent are sitting in your inbox and you 
can’t get your email to show up on your computer, even though it’s arrived on your phone. 

 You might find that everything is working normally except for one application, which has worked just 
fine for years—for example, the medical billing software that’s the backbone of your business. Your 
mission-critical software is suddenly crashing, not loading properly, or data is constantly being lost, while 
everything else works just fine.

> What’s straining your network? 



Bandwidth issues 
can put your data 
and business at risk.

 What’s going on? Well, in order to diagnose the problem, we’ll start with a few troubleshooting techniques 
to rule out some of the most common culprits. 
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Initial Troubleshooting Techniques 
 > Are you running a speed test on a hard-wired connection? 
 If you’re testing your speed on a Wi-Fi connection, you’re likely going to be disappointed. Always test your speed 

on a hard-wired connection, meaning on a computer that’s using a physical Ethernet cable plugged into a router. 

> Are you using an online speed test to evaluate a point-to-point WAN connection? 
 A standard online speed test won’t give accurate results if you’re testing a point-to-point WAN connection—for 

example, if your office actually connects to a router in another location and gets to the internet only through that 
connection. Your results might indicate that you aren’t getting the bandwidth you paid for, but those results are 
inaccurate if you don’t configure the test properly for your network connection. 

> Have you considered your hardware?  
 You might be paying for a 1000 Mbps connection, but if you’re using an older router or computer, you may be 

stuck at a slower speed. Do you have a firewall in place that’s slowing down your connection? Be sure to confirm 
that all the hardware you have is capable of tapping into the speed you’re paying for. 

> Do you have daisy-chained devices that are slowing you down?  
 The router plugged into the wall has only four Ethernet ports, so you hooked it up to a hub with 12 extra 

outputs, and one of those cables runs along the outside wall to another hub on the second floor of the building 
and hooks into a computer that then shares its connection with several other machines…. A setup such as this 
can result in slower-than-promised speeds. 

> Are all your devices configured correctly? 
 Do you notice your router restarting frequently? Is one device—perhaps a network printer, a firewall, or 

something else—reporting its status too frequently, interrupting the connection and slowing down traffic  
for everyone? 

> Do you have enough bandwidth for what you’re trying to do? 
 In very rare cases, you may actually need more bandwidth to accomplish your tasks. If you’ve recently assessed 

your network needs, then it’s likely you have a connection that can handle your usage demands. But if you’ve 
had the same broadband connection in place for the last decade, it may be time to consider an upgrade. 

> Have you recently moved services to the cloud or a remote data center? 
 If you’ve recently moved some of your applications to the cloud or to a remote data center, you may find that one 

particular application you’ve used for years with no problems is suddenly running slowly or even non-responsive 
at times. 

 If the application is what’s called a legacy application—an older application that hasn’t been updated in more 
than two years and doesn’t take advantage of the latest operating systems— it may simply not work well in a 
cloud environment. This can be the case with highly specialized software in a specific industry. 

 If you are still running a version of the software that was originally created for Windows XP or an older operating 
system, you may want to think about upgrading to something else – or running that particular application from a 
local system, rather than from a remote data center.



TCP Window Size
 After you’ve completed the initial 

troubleshooting steps, if the problem 
persists, you may have a TCP window 
size issue.

TCP stands for transmission control protocol, the standard for transferring data across a 
network. Once a connection is established, say, between your computer and a remote data 
center, the information (data) that you need to send or receive is divided up into packages, 
called packets, which are numbered and sent in order via TCP. 

 Your TCP window size dictates the amount of information you can send from one side of the connection 
before the other side needs to confirm receipt. If the remote side can’t confirm receipt, it tells your computer 
to stop sending information. 

 Some applications, such as your internet browser, open multiple connections all at once, so even if 
there’s a small problem with one connection, you can continue to work, and you might not even notice 
the issue. Other applications may rely on a single TCP connection. These applications may appear to be 
less responsive if there is excessive latency or lag time, that is, the time your data takes to go from you 
out into the internet and return. You’ll notice latency especially if the application needs to transfer large 
amounts of data.

 The biggest factor that affects latency is geography. If your data needs to get across town to a server, it will 
take less time than if your data needs to get to a remote datacenter several states away. Think about it like 
this: if you need to dash across the street to the convenience store, you can be back before anyone notices 
you’re gone. But if you need to pick up something at the store across town, the trip will take longer. When 
you connect to a remote office or to various cloud services, it may simply take longer for the remote side to 
receive all the information and say, “Thanks for that, go ahead and send more.” And that’s when you’ll see 
error messages, stalled transfers and inconsistent application behavior. 

 Bear in mind that at times you might think you need to send your data to the home office downtown, but 
your company is using a VPN (virtual private network) for security purposes, which is actually sending traffic 
all the way across the country. 

 When latency increases, such as when you’re sending large amounts of data 
across long distances, you may see disruptions as we’ve described here. Imagine 
you’re in a crowded restaurant that happens to be short-staffed during the lunch 
rush. You have to wait for the waiter to take your order, and then you have to wait 
for the cook to prepare it. The process takes longer than normal. 



So, what’s 
the solution?



Solving Your Network Issues
 Before you start to make all kinds of changes to your network, it’s important to determine if you do in fact have 

a network issue—or if the test results are skewed by your bandwidth testing application. 

 Certain speed test applications, especially those used to test a WAN connection from a branch office or 
between offices, are highly customizable. The default TCP window size may not be large enough to effectively 
utilize the available bandwidth. You need to confirm that there is a true performance issue, and that the tools 
being utilized are configured specifically for the size of the connection being tested. 

 For example iPerf, which is a common speed test tool, may not be properly tuned to demonstrate true link 
throughput in some cases. Check the documentation for the specific tool you’re using to ensure that you have 
adjusted the TCP window size correctly.

 Generally, operating systems from Windows 7 onward effectively adjust the TCP window size to take full 
advantage of modern high speed connections. However, in certain cases, legacy applications may not fully take 
advantage of a modern operating system, or it may not be possible to install a legacy application on a modern 
OS. Some protocols or applications may simply be unable to take full advantage of the available bandwidth. If 
you are using legacy operating systems and/or applications, this is one more reason to think about upgrading. 
It is possible to adjust the TCP window size on legacy operating systems such as Windows XP, but the process is 
complicated and involves updating the computer’s registry. 

 If your TCP window size truly is too small for your network needs, you may need to enable TCP window scaling 
on servers or network equipment to enlarge the window size and allow more information to be sent across 
your connection. In essence, we’ve added a few more waiters to the restaurant staff, so they can take more 
orders simultaneously. But remember that all those orders are still piling up in the kitchen, and the cook can only 
handle so many at a time. 

 Another potential solution for reducing latency is to move the data or servers closer to the end user—which 
may or may not be a possibility for your organization—or to optimize routing using WAN optimizer software. 
Think of a WAN optimizer as a tool that zips your files so that you can transfer more data using less space. Now 
you’ve added waiters to the restaurant and streamlined the menu so the cook can work more efficiently to clear 
out the backlog of orders.

 Let’s say you’re a forward-thinking business owner and you want to improve the entire restaurant—or network—
experience for yourself and your customers. To do that, you need to build your network from the ground up to 
take advantage of the speed and bandwidth you need so you can consistently deliver reliability and service. 

 Moving your applications to the cloud can streamline your everyday work processes and let you take full 
advantage of the bandwidth and speed you’re paying for, but doing so may require you to move away from 
legacy applications and operating systems. 
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